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Legal Information

© 202 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereiafter are for description and explanation only. The information

contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version of this Manual at the Hikvision website
(https://www.hikvision.com/).

Please use this Manual with the guidance and assistance of professionals trained in supporting the
Product.

Trademarks

HIK VISION and other Hikvision's trademarks and logos are the properties of

Hikvision invarious jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODL
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, AR  &! { L{ & !
a2L¢I ![[ Cl'!'[¢{ !'b5 9wwhw{éd I LY+L{Lhb a! YO
INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNES
A PARTICULAR PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT Y DIURODEVERTSK

WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR IN
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOS3TDBMOCUMENT
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT
LIABILITY, OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIK\
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THEREADF INTERNET PROVIDES FOR INHERENT SECURITY RISK
AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION, PRI\
LEAKAGE OR OTHER DAMAGES RESULTING FRAMIBUBERACKER ATTACK, VIRUS
INSPECTION, OR OTHER INTERNET SECURHOWRESKER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YO!
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE L
ESPECIALLY, YOU ARE RESBIE, FOR USING THIS PRODUCT IN A MANNER THAT DOES NOT
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS Ol
PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVAC
YOU SHALL NOT USE THIS PRODBG@INF PROHIBITED €I8BES, INCLUDING THE

DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE DEVELOPMEI
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PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT F
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUGKHAR EDAEIN SUPPORT OF HUMAN

RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
PREVAILS.

Data Protection

During the use of device, personal data will be collected, stored and processed. To protect data,

the devdopment of Hikvision devices incorporates privacy by design principles. For example, for
device with facial recognition features, biometrics data is stored in your device with encryption
method; for fingerprint device, only fingerprint template will be sdywhich is impossible to

reconstruct a fingerprint image.

As data controller, you are advised to collect, store, process and transfer data in accordance with

the applicable data protection laws and regulations, including without limitation, conducting

security controls to safeguard personal data, such as, implementing reasonable administrative and
physical security controls, conduct periodic reviews and assessments of the effectiveness of your
security controls.
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Symbol Conventions

The symbols that may deund in this document are defined as follows.

Symbol Description

Indicates a hazardous situation which, if not avoided, will or coulo
{ﬁ“j Danger . . -
result in death or serious injury.

Indicates a potentially hazardous situation which, if not avojded
&Caution could result in equipment damage, data loss, performance
degradation, or unexpected results.

DENote Provides additional information to emphasize or supplement

important points of the main text.

E@Note
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Regulatory Information

EN 501311:2006+A1:2009+A2:2017 Security Grade (SG): 2

EN 501343:2009
EN 501336:2017
EN 501335-3:2017
EN 5013110: 2014
EN 5013&2: 2013

Environmenal Class (EC) : I
DP2
Certified byKIWA

kiwa ¥

[ Ji]Note EN50131 compliance labeling should be removed ifcampliant configurations are

used.

EU Conformity Statement

C€

This product andif applicable- the supplied accessories too
are marked with "CE" ancbmply therefore with the applicablé
harmonized European standards listed under the EMC Dire
2014/30/EU, RE Directive 2014/53/EU,the RoHS Directive
2011/65/EU

2012/19/EU (WEEE directive): Products marked with this
symbol cannot be disposed of asaorted municipal waste in
the European Union. For proper recycling, return this produ
to your local supplier upon the purchase of equivalent new
equipment, or dispose of it at designated collection points. R
more information see: www.recyclethis.info

2006/66/EC (battery directive): This product contains a battg
that cannot be disposed of as unsorted municipal waste in t
European Union. See the product documentation for specifi
battery information. The battery is marked with this symbol,
which may include lettering to indicate cadmium (Cd), lead

(Pb), or mercury (Hg). For proper recycling, return the batte
to your supplier or to a designated collection point. For morg
information see:www.recyclethis.info
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Warning

This is a class A produbt.a domestic environment this
product may cause radio intéerence in which case the user
may be required to take adequate measures.

FCC Information

Please take attention that changes or modification not
expressly approved by the party responsibledompliance
O2dz R @J2AR (KS dzaSNDRa | dzliK3
FCC compliance: This equipment has been tested and foun
comply with the limits for a Class B digital device, pursuant
part 15 of the FCC Rules. These limits are designed tadprov
reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and
radiate radio frequency energy and, if not installed and useq
accordance with the instructions, may cause harmful
interference toradio communications. However, there is no
guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interferen
to radio or television reception, which can be determined by
turning the equipment off ad on, the user is encouraged to t
to correct the interference by one or more of the following
measures:

I Reorient or relocate the receiving antenna.

[ Increase the separation between the equipment and
receiver.

[ Connect the equipment into an outlet on aauit different
from that to which the receiver is connected.

[ Consult the dealer or an experienced radio/TV technician
help.

This equipment should be installed and operated with a
minimum distance 20cm between the radiator and your bod

FCC Conditits

This device complies with part 15 of the FCC Rules. Operat
subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, incluc
interference that may cause undeed operation.
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Chapter linstallation Instruction

1.1 TypicalScene

Typical installation location of devices:
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1.3Installation FAQ

Questionl:

Why is the signal normal during installation, but worse in actual use?

Answer:

Check whether the working emanment changes during installation and actual use. Such as

obstruction caused bgloseddoorsand windows.

Question2:
After the installation is complete, the peripheral is offline.

Answer:
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Chapter 2 Introduction

System Description

AX PR@ a wireless alan system designed to protect premises required for proper protection

from intrusion alarm. IsupportsLAN Wi-Fias te primary transmission networkhe system is

applicable to the scenarios of market, store, house, factory, warehouse, office, etc.
Innovative TriX 2way wireless technology

Twoway communication with AEER28 encryption.

Frequencyhopping spread spectrum (FHSS) is used to avoid interference, to prevent
eavesdropping, and to enable codévision multiple access (CDMA) communications.
Voice guide for alarm alert, system status indication, operation prompt, etc.
Configuration viaveb client, mobile client, and Convergence Cloud

Pushes alarm notification via messages or phone.calls

Views life videos from Hi€onnectand darm video clips @ emails HikProConnect, and Hik
Connect

Uploadsalarm reports to ARC

SIADCO09 protocol, and supports both Contact ID and SIA data format.

4520 mAh lithium backup batteryith 12 H standby duratian

11



EENote

ISUP5.0: a privacy internet pratol that is used for accessing the thjpdrty platform, which

supports alarm report uploadindyX PR@anagement, and short video uploading.

The prioritization of the message and indications are the same. The AXPRO uploads messages and
gives indicationsynchronously

EENote

Standard D@9 Protocol:
ADMCID: The data presenting method of-D&is CID, which is not encrypted and only for
uploading alarm report.

*ADCCID: The data presenting method of-D€is CID, which is encrypted and only for
uploadirg alarm report.

SIADCS: The data presenting method of@s DCS (also called SIA protocol), which is not
encrypted and only for uploading alarm report.

*SIADCS: The data presenting method of@0s DCS (also called SIA protocol), which is
encrypted and only for uploading alarm report.

12



RSSI Instruction for Peripherals
With regards to EN 50138-3 4.2.2 Requirement for immunity to attenuation.

Signal Strength | RSSI Valug Indication | Remark
Strong >120 Green | OK to install
Medium 81 to 120 Yellow | OK to install
Weak 60 to 80 Red Not recommend to install, but can work
Invalid 0to 59 Red (flash) Not OK to install, cannot work normally

(Lot

Install peripherals only if the signal strength is above 80. For getting a much better system, install

at 120 and above.

AX PRNotification Options

TheAX PR suitable for the below notification requirements along with the required sounders

L I&HAS Grade 2
Notification i
equipment Options
C E E
Selfpowered _
audible WD 2 1 Optional
ATS DP1 Optional DP2

13




Chapter3 Start Up

3.1 Authority Management

You can uswveb browser HPQHikProConnet, APPr HC(HikConnect, APRY activate the

device. After activation, you can manage the device by transferring permissions between APPs.
You can also use theccountand passwordof all accountgo log in to the WEBIlientto configure

the device.

Initial the Device
(Installation, wiring, power on)

Activation with HPC Activation with HC LocalActivation
HPC Installer(Configuration, HC Administrator & Operator
Operation, View) (Configuration, Operation, View)
Invite the Disable the Hik Invite the Cancel the
Administrator Connect Servic Installer Installer

HPC: Installer (Configuration)
HC:Administrator & Opeator (Operation, View)

Web Client
Installer (Configuration)
Administrator & Operato(Operation, View)

For more information, refers t&€hapter4 User Management

14



3.2 Activation

While initialthe device with HiProConnecbr HikConnectthe AX PR@hould always be add to
an installer account first. The installer account will invite and transfer ownership to the
administrator account later after finishing all initial setup aedt. Follow the steps below to
initializing the wireless alarm system.

Youcan activate the device by WA, LAN or SIM(4G/GPRS).

You can also activate the device througADP oweb browser.

3.2.1LocalActivation
Search device IP address through SA@fRvare and activatéhe devicethrough SADPor web
browser.

Before You Start

Get the SADP software frothe official website (http:vww.hikvision.com/), and install it
according to the prompts.

The device and the computer that runs the SADP toolkhbelong to the same network
segment.

Steps
1. Make sure thedeviceand computer are in the same network segment.

2.0pen SADP software and search for online devices.
3. Find thedevicelP addressn SADP

Activate the device through SADP

4. Rlect your dewie in online device list.
5. Input new password (admin password) and confirm the password.

6. ClickActivateto start activation.

9 [ evo |
01D ~| Device Type 1 Security | Pva Address | Port | Software Version | IPvd Gateway | HTTP Port | Device Serial No.
7 Inactive 192.168.1.64 |
B R = You can modify the network parameters.
Selectinactive devicé. bilicgtn
Input and confirm | s e
password. [ e
[ sewe

7. Status of the device becomégtive after successful activation.

Activatethe device throughweb client
4. Enter the IP ddress in the browser address bar.



5. The system will automatically pop up the activation window. Follow the prompts to create an
activation password for the admin account.
6. Use thgpassword to log in.

EENote
I FOONUA DI AX2KS | RYAYK SR 20S/3 Gy & & AN @ifK SO 21 yRFYAATy
LISNXYAZaA2y Of AEWVNTFK S KSESHANI QO tf2 dxkR/ aAlyRaBi I & MI-SaND R
f23 Aydz Gméﬁr@@ofa@@lméylﬂﬁvxy f2aSa GKS 02y
O2y A3 dzNJ UEEYWSFIBEWH\HSHQA A2 KEES2 dzR A f & (ytati $ NIt
2 KSy GKS Of2dzR AyadltftSNI SEA&alazT GKS Of 2dzR
L¥ OR/SINBR2 §3& y\B2 ( Séé)\gs GKS | 002dzyd A aadz
FRYAY FyR dzylid | dod &EL ¥ a

ﬂ@ﬁEM B % yBS 0KS 1/ k!l t/
0KS Ot 2dzRx Al sAff RANBOGfE 208SNBNRAGS (KS |
o UKS 20t IRYAYkAyaillttSNI gAff 0S AYyKSN
I 002 dzy (i &

3.2.2 Activation with LAN/SIM(4G/GPRS)

SteplCreate a sit§Only for HPC)
Downloadthe HikProConnecand login with the installer account.

A site is the place where the alarm system deploy@etate a site where the device can be added
towitKk A G Qa &aAidS .7The dBer of fhdsitd- weudNS a&n &nd user, usually regarded as
administrator.

Step2Connect to the network.
Connect the device to the Etherneith LAN or SiMland power the device on.

EENote
2 KA S 0KS RSQOAKCS 26 90 4[SNDS Ri NGSE FINBE Sy @
h)/@jS(FSéQ)\C)é OzyyééuéﬁeeﬂzgﬁKisymsmeemwmdzm@a =
al 1S &ada2NB (0KS {La OFNR @2dz AYaSNIl Oly O2yy!

Step3Add Device
1. Open the site(Only for HPC)

EENote

While initial the device with HikKonnect, you do not need to build a site first.

2. Tap+and scan the QR code on the label of the panel.

16



3. TapAdd.

¢ Results

4. TapNext. You can edit parameters of the device or skip to use it directly.

e 4

Adding Completed

The control panel will be added to the s{tdPCyreated and managed by the installer account,
which also means that the installer account was created in the panel.

The installer now can perform configuration and tests of the panel before deploying. Beth Hik
ProConnedHik-ConnectService and local webieht can be logged in with the Hik
ProConnedHik-Connectnstaller account.

[LiNote

While initial the device with Hikonnect, you do not need to build a site first. Download and
login the App, and add the device by scanning QR code or enter the devald\seri

3.2.3 Activation with Wi-Fi

17



SteplCreate a sit§Only for HPC)
Downloadthe HikProConnecaind login with the installer account.

A site is the place where the alarm system deployerate a site where the device can be added
G2 ¢ A mame and addrasalie ®wner of the site would be an end user, usually regarded as
administrator.

Step2Configurethe Network on APP
1. DownloadHik-Connect/HikProConnect and log in.

2. Power on theAX PRO

3. Connectyour phone to your homeéVi-Fi Makesure that thiswi-Fican access the Internet
normally and the signal is stable.

4. Open theHC or HPC, cliek and selec6can QR Code
o o [+
5 Scan QR Code

[4} Manual Adding

@ Online Device

1y Add to Favorites

o Share Device

© L = 22

Hik-Connect Cloud Service Notification More

5. Scarnthe QR code on the back of tlkkentrol paneland wait for the result.

18



Model: DS-PW;
I/P: 100-240V~50

4
SN: Q02046833
042020

THREl

Manufacturer: Hangzhou Hikvision Digital Technology Co. Ltd.
Address:No.555 Qianmo Road,Binjiang District Hangzhou 310052,China

6. TapNext
7. TapWireless Conaction.

Wireless Connection

Wired Connection

£ Select Connection Type

8. CheckThe device is startedAnd then tapgNext.

19

Results

N

O]
&

HIKVISION

AX PRO



18:39 all T

4 Initialize Device

Q02046833

Power on and wait until the device starts up. Make
sure it is the first time to set the device network.

@ The device is started.

If your device has been used before, reset network for
it first

Reset Network

9. The APP will automatically fill in the homéFicurrently used by the mobile phone into the
page as shown in the figure b@wv. After confirminghe WiFi passworgap Next.

4 Configure Wi-Fi Network for the Devi...

The 5G Wi-Fi is not supported

AAAAAAA-SGQ & = (0
Network:linksys_test

JCCS54321 ©

Not required if there's no password

10. TapConnet to a Network

20



4 Device's Wi-Fi

Connect to a Network

11. TapJoin The mobile phone will disconnect the hoé-Fi. Ater interactinginformation with
the control panel, the mobile phone wilutomatically switch back to the homWi-Fi

e @

“Hik-Connect” Wants to Join
WLAN Network
“"HAP_Q02046833"?

Cancel Join

J

As shown in the figurabove during the informatim interacting the WiFi connected to the
mobile phoney I YSRPHSNA I £ ydzYoSNE 6! - twh aSNRAL €

e e v e - - a=

-

U/P: 100-240V~50/60Hz2.0 1A.-0 064A HAP_QO1877'|06 ﬂ = @
&

UTTIRRTATE _
HAP_Q02046833 O]

Manufacturer: Hangzhou Hikvision Digital Technology Co. Ltd
Address:No 555 Qianmo Road.Binjiang District Hangzhou 310052 China

12. After the control panel broadcasts the XE hotspot mode’ the following pagevill appear.

21
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4 Add Device

es)

Connecting to the Wi-

13. Wait for the device to join the hom#/iFiand log inthe EZVIZIGud.

(1) When the home WiFi signal is good, the control panel will successfully log in to EZVIZ Cloud and
complete the binding before the countdown ends.

¢

s

+

Adding Completed

(2) When the home Wi signal is unstable, the control panel may not be coteteto the EZVIZ
Cloud before the countdown ends, and the following page will appear:

22



N

Add Device

@ Solid green indicator: Incorrect Wi-Fi password.

e Indicator turns off.

Refresh Network

0 Try to reset.

If you make sure that the hom#i-Fipassword is correct and quality is good, Refresh
Network, the control panel will enter a new countdown. You can wait for theneation.
If you want to change the hom#i-Fi you should change the honW/i-Ficonnected to the mobile
phone first, then press thRESEButton on the back of theontrol panel(markedin the figure
below). After hearing the voice of iEer hotspot mode! tapReload The interface will jumpback
step9, you can configure theg ne_tworl: again S

2 Sl i

iNote

Once the device connected to the network, tt¢>» LED indicator turns green.
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3.3Unbind the Device

3.3.1Unbindthe Devicefrom Your Own Account

When the devie is bound to your own account, you can delete it directly.

1. On the device list page, tap the AX PRO and then log in to the device (if required) to enter the
page.

2. Tap o,

3. TapDelete Device

£ Settings

&

User Management

Do

System

@

Network Camera

Area

o

()  Communication Parameters

Y& Maintenance

.;))

Configure Wi-Fi Network

£y Authorization Service

Delete Device

3.3.2Unbindthe Devicefrom Another Account
Make sue the control panel is in your hands.

The phone and device are on the same network segment.
1. Open HC/HP@&nd tap+.

2. TapScan QR Code

o o 3
My Device Scan QR Code

AX PRO Manual Adding

Disarmed

@ Online Device

¥ Add to Favorites

of Share Device
AX PRO < 0O

3. Scan the QR code on the Iabelm(')mfm'[he device.
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Made in China
Manufacturer: Hangzhou Hikvision Digital Technology Co.,Ltd.
Address:No.555 Qianmo Road,Binjiang District Hangzhou 310052,China

4. Press theRESEMutton twice quickly on the back of the dee.

5. TapUnbind Device

N

Results

&

HIKVISION

The device has been added to the account 8615****47.

Apply for Sharing

Unbind Device

5. Enter \erification codeand tapFinish



Z Unbind Device

ZR76 ZRe- O

The device is unbound from the account. You can add it to your account now.
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Chapter4 User Management

4.1 User Management

EENote

The users can be creatéuclients

The name angrassword of network user (web client and APP user)can be82 ¢baracters
and 8 to 16 characters.

4.1.1Invite the Administrator
The administrator was known as site owner in-AikConnect Service.

< Shang see < Invite Site Owner
te Qwner
Enter Email Account of Hik-Connect
Device  Linkage Rule Exception
? AXPRO @
[ ] L
= Apply for Permission
o Site Information
Management
@ configuration
@ AXPRO
Device Live View
AX PRO
Add Device

After the initial configuration finished, thiastaller shall invite the site owner and apply permission

of site management and device configuration from the administrator account. The administrator
account would be an end user account in the-Bdnnect Service.

1. t NBAYOXGES bRBI2Yy SY8YIBSYyiLiSNOOXKdzy i 2NJ LK2yS yd
GKS aAidS 26ySNEKALI 2 GKS FTRYAYAAGNI G2ND ! (
FNRY GKS aAGS 26ySNE &dzOK & O2y FAIAdzNI A2y |

2. hLI AR Y/IIKEEDOR G alS (8 2y NVSBIQAAOSI A |
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DENote

LT (KB2BDKE®] C OKSO1SR: I FGSNJ 82dz KIYR 2@SN] (K
| LJLJNE @#Sa GKS NB I dzStaAiyry @idz 308 NI ARRSA [ o NS R SAGA O
Odza 2 YSNJ 6AGK2dzli KSINKKAKIA GSKREARRAENGYSRE &2
2LISNF 0SS 2y (KSak2REBODSa2PAt SGKEABY{ @

IJAY S6AGK GKS T RYAYAAI

3. hLISy Gtk2Sy yyS\Qd LI | YR
gAtft 0S NBOSAOSR
F'yR aSiédzld LISNXA &
RSOAOS ftArado

The administrator account will be added to the control panel, which could be used to login-to Hik

Conrect app and local web client.

0O
arz2ya ¢KS O2yiNRf LI ySt

4 Site Permission Application
Notification

Hikvision UK Limited

View Details Site HQ-F-22
All Permissions

AX PRO

Live View Configuration

. |have read and agreed to

Reject Agree

4.1.2 Cancel Installer Acess
The administrator can cancel the access authorizaticdh®fnstaller.

1. Enter thepageMore andtap Hik-ProConnectAll sites that managed by the HikroConnect
Serviceare listed on he page

2. Tapthe option button at thetop-right cornerof the site details pageand tapCancel
Authorizationin the prompt menu.

3. Confirm the operation, anthe authorization of the installer will be cancele@nce the
authorization is canceledhe instllerneedto applyit again ifanyaccessequiremert.
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